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ABSTRACT
Managing IS security risks is a top concern for business organizations because of the significant negative impact of IS
security breaches.  Spending on IS security is expected to exceed $30 billion this year, yet in spite of these investments losses
in excess of $15 billion are anticipated to occur because of security breaches.  Current IS security research and practice is
dominated by the development of ever more sophisticated technologies for security control and compromise detection.
However, there is a relative dearth of insights that help firms to understand the socio-organizational challenges of managing
the  deployment  and  use  of  these  tools  to  prevent  IS  security  compromises.   The  goal  of  this  panel  session  is  to  present
different but complementary perspectives on the evaluation of current approaches to IS security management, and to provide
an impetus for future IS research and education agendas that will lead to more sophisticated management approaches to
addressing IS security challenges.
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SYNOPSIS
John Mooney will open the panel session with the observation that while technologies for enhancing IT security have evolved
to quite a high level of sophistication, management practices associated with IT security remain rudimentary and inadequate.
He will argue that the entire philosophy of IS security needs to move beyond the notion of “security as afterthought” to a
notion of “security embedded within every stage of the IS life cycle.”  He will then challenge the panel to either support or
counter this position with their own arguments and observations, and join him in a “call-to-action” to the IS community.
Mark Chun will  draw  from  his  current  work  on  information  systems  (IS)  security  issues  to  argue  that  the  differences  in
cultural and organizational structure within a multi-national firm complicate the ability to establish and implement global IT
security management policies.  Examples from a major field study of a web-based portal implementation and the firm’s
attempt to establish global governance security policies will be used to illustrate the challenges of building, evaluating, and
securing global IT infrastructure. Joey George will draw from his work on detection of computer-mediated deception to
argue that theoretical perspectives from communication and psychology contribute to sound IT security management.  The
most serious and the most prevalent threat to IT in any organization is from the inside.  Theories developed in the area of
deception and its detection provide the basis for policy and techniques that help detect threats.  Examples from a major
project on deception detection will be used to illustrate how deception detection can be part of an overall IT security effort.
Charla Griffy-Brown will argue that in order to protect information assets, firms must have a clearly articulated security
policy in order to remain competitive and secure.  Drawing from her current research on SMEs in the US, Japan and China,
she will argue that it is essential that both a solid theoretical and practical foundation are developed to assist SMEs in
understanding the most critical policy areas to address. Anat Hovav will draw on her research in the area of risk assessment
to illustrate the challenges facing practitioners in deciding what security technologies they need to invest in, and the need for
a comprehensive assessment of the financial risks caused by information security breaches.  Anat will argue that IS
researchers should not be working on these problems in isolation, and that current approaches to IS security inappropriately
follow a “one size fits all” mentality whereas a contingency approach to risk assessment is required.
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